The Firemen’s Annuity & Benefit Fund of Chicago,
[llinois

REQUEST FOR INFORMATION (RFI)

RISK AND FUNCTIONAL REQUIREMENTS ASSESSMENT FOR
INFORMATION TECHNOLOGY INFRASTRUCTURE AND RELATED SYSTEMS
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Background:

This Request for Information (“RFI”) is issued by the Firemen’s Annuity and Benefit Fund of Chicago (the
“FABF” or the “Fund”) to solicit information from Respondents ( “Firm” or “Respondent”), with the
possibility of engaging a Respondent to provide a risk and functional requirements assessment of the
FABF’s information technology infrastructure and related systems.

The Fund seeks to gather information from a number of Respondents qualified to provide expert advice
and assistance with respect to the FABF’s information technology infrastructure.

The FABF is a statutorily created public pension plan administered pursuant to Article VI of the Illinois
Pension Code. 40 ILCS 5/6-1 et seq. The FABF has 16 full-time staff members and is governed by an
eight-member Board of Trustees (the “Board”).

Information about the Fund’s Information Technology Infrastructure:

Most of the FABF staff members utilize DataFlex applications. DataFlex is a visual tool the Fund has used
for about twenty-five years to build and manage in-house Windows applications. Applications are
modified and updated in-house as needs and requirements change. Employee time clocks are captured
using a time keeping software called Wasp Time that uses a barcode swipe machine to temporarily store
employee swipes to an embedded Microsoft SQL database. Time clocks are retrieved daily using a
DataFlex application.

DataFlex is deployed in a client-server environment. Currently, the FABF has about 20 workstations
within the office that have installed DataFlex locally. These workstations need to be updated periodically
whenever there is a release of a new build or version of DataFlex software. On the back end, the FABF
stores the production data and DataFlex applications on a dedicated Virtual Windows Server.
Additionally, the FABF has a test environment for DataFlex applications and data identical to what is in
the server.

The FABF has three servers: Application server, Local Application Backup server, and a DocuWare server.
These three servers are deployed in a single virtual machine and are backed up twice a day on a onsite
backup machine. This onsite backup machine is also replicated to the cloud with data encryption and
secured transmission using site to site IPSec VPN tunnel with encryption (2048 bit or higher) and SSH
(Secure Socket Shell) communications between servers.

The FABF uses the service of Microsoft Office 365 to handle internal emails for both FABF Staff and
Trustees of the Board. Other resources are also used with Office 365 such as online-based Microsoft
Word, Excel, OneDrive, etc. All emails are configured to archive all email folders every 5 minutes using
MailStore.

The FABF hosts its own website using IP Switch WS_FTP server. The website is consistently updated
using a text editor called Brackets.

The FABF prints its own checks. The payroll department uses DataFlex to process both FABF participant
benefits and FABF staff salary. DataFlex Applications produce a data file in either .csv or. ddt formats to
be used for check printing. We use Secure32 Software for printing checks that uses configured forms to
match the fields in .csv or. ddt files. In addition, Secure32 uses a Microsoft SQL database to store

authorized users and its passwords, signatures, account numbers, and other sensitive data information.
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Secure32 also uses a dongle as layer of security to open the Secure32 application. Without the dongle,
the user could not use or open the application.

The Fund also maintains and stores data regarding its participants that contains personal information
that is confidential pursuant to the lllinois Personal Information Protection Act (the “Privacy Act”) and
the Health Insurance Portability and Accountability Act of 1996 (“HIPPA”). Such information must be
maintained on the FABF server in compliance with the Privacy Act and HIPPA.

FABF Pension Administration Statistics: December 31, 2017

Item Quantity
Number of Active Members 4589
Number of Retirees and Beneficiaries receiving Monthly Payments 5074
Number of Retirees and Beneficiaries with Healthcare Deductions ~1709
Number of Tiers 2
Number of Contributing Employers 1

Annual number of New Annuities (Employee, Spouse and Child) 341
Annual number of Disabilities (Ordinary, Duty and Occupational) 20

Requested Information

The Fund seeks to gather the following information from qualified Firms. Firms may also provide the
Fund with any information the Firm deems relevant in order for the Fund to consider possible
engagement with a Firm able to undertake a risk and functional requirements assessment of the Fund’s
information technology infrastructure and related systems.

Firm Overview

1. Provide background on the Firm’s capabilities to provide an assessment of the risk and
functional requirements of the Fund’s information technology infrastructure and related
systems.

Services

2. Provide information on the Firm’s ability to perform the following services for the Fund:

a. Perform a complete risk assessment of the FABF’s information technology infrastructure
and related systems, including the security levels of such systems.

b. Provide a detailed report assessing the risks to the FABF’s information technology
infrastructure and related software, including recommended actions to mitigate
identified risks.

c. Provide information technology and cyber security policy recommendations to the
FABF.

d. Provide business continuity and disaster recovery plan recommendations to the FABF.

3|Page



e. Development of information technology infrastructure and related systems’ functional
requirements.

f.  Provide a detailed report describing any identified gaps in the needs of office staff and
the capabilities of existing infrastructure and systems.

g. Provide recommendations that would allow the FABF to meet the functional
requirements detailed in said assessment.

Project Team

3. Provide an organizational chart of the proposed team, primary point of contact, and the roles
and responsibilities of the team members.

Relevant Experience

4. Describe the Firm’s risk and functional requirements assessment experience for similar
assignments, specifically defined benefit pension fund plan assignments.

5. Provide three references of clients for whom the Firm has performed work similar to that
discussed in this RFIl. Include the reference name, title, company, address, telephone number,
and a description of the services provided.

6. Provide information regarding the Firm’s experience and track record of providing assessments
for risk and functional requirements for governmental and/or corporate clients.

Conflicts of Interest & Due Diligence

7. Please lists any potential conflicts of interest the Firm may encounter.
8. Has the Firm ever been involved in a lawsuit, regulatory proceeding or investigation in the last
ten (10) years involving any services provided by the Firm?

Compensation

9. Describe the Firm’s compensation structure for the proposed services discussed in this RFI.
State any special considerations with respect to billing or payment of fees and expenses that the
Firm offers and that you believe would differentiate the Firm and make the Firm’s services more
cost effective to the FABF.

MWDBE Disclosures

10. It is the policy of the Fund to encourage vendor participation involving Minority Business
Enterprises, Women-owned Business Enterprises or a Business Owned by a Person with a
Disability, as such terms are defined in the lllinois Business Enterprise for Minorities, Females
and Persons with Disabilities Act. Respondents should disclose the following numerical data as
part of the information provided to the Fund pursuant to this RFI:

(a) The number of the Firm’s staff who are (i) minority person, (ii) female, or (iii) persons
with a disability;

(b)The number of contracts, oral or written, that the Firm has in place for consulting
services and professional and artistic services that constitute a (i) minority owned
business, (ii) female owned business, or (iii) business owned by a person with a
disability; and
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(c)The number of contracts, oral or written, that the Firm has in place for consulting
services and professional and artistic services where more than 50% of services
performed pursuant to a contract are performed by a (i) minority person, (ii) female, or
(iii) persons with a disability but do not constitute a business owned by a minority,
female or persons with a disability.

Conclusion

This RFI does not constitute an offer and should not be considered a contract with the FABF. This RFl is
solely a request for information from qualified Firms capable of providing an assessment of the risk and
functional requirements of the Fund’s informational technology infrastructure.

The term of any future engagement will be governed by the negotiated contract or agreement with the
FABF. The Firm’s response to this RFl is to be prepared at the Firm’s sole cost and expense.

The information that a Firm submits will be subject to the lllinois Freedom of Information Act (5 ILCS
140/1 et seq.) (“FOIA”). FOIA provides generally that all records in the custody or possession of a public
body are presumed to be open to inspection or copying. The FABF will determine, in its sole discretion,
whether the materials prepared in connection with this RFl are subject to public disclosure pursuant to
FOIA. By submitting information pursuant to this RFI, the Firm agrees to indemnify, save, and hold the
FABF harmless from and against any and all claims arising from or relating to FABF’s complete or partial
disclosure of the Firm’s information if the FABF determines, in its sole discretion, that such disclosure is
required by law.

If a Firm is interested in providing any information to the Fund related to this RFl, please provide such
information and have a representative from the Firm that is capable of binding the Firm with respect to
the information provided execute where indicated below. Please email the Firm’s information to
info@fabf.org no later than_12:00 p.m. (CST) on April 13, 2018.

COMPANY NAME:

AUTHORIZED SIGNATORY:

PRINT NAME:

DATE:
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